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SCITE Program Proposersô Day Agenda
Time Topic Speaker

8:00am ï Registration Opens

9:00amï9:15am Welcome Remarks
Dr. Paul Lehner

Program Manager, IARPA

9:15am ï9:30am IARPA Overview and Remarks
Dr. Peter Highnam

Director, IARPA

9:30am ï10:15am SCITE Program Overview
Dr. Paul Lehner

Program Manager, IARPA

10:15am ï10:45am Break Break

10:45am ï11:15am Doing Business with IARPA
Mr. Tarek Abboushi

IARPA Acquisitions

11:15am ï11:45am SCITE Program Questions & Answers
Dr. Paul Lehner

Program Manager, IARPA

11:45am ï1:00pm No Host Lunch Lunch

1:00pm ï2:30pm 5-minute Capability Presentations
Attendees

(No Government)

2:30pm ï4:00pm Networking and Teaming Discussions
Attendees

(No Government)
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Proposersô Day Goals

ÅFamiliarize participants with IARPA's interest in the 

SCITE Program.  

ÅAsk questions and provide feedback; this is your 

chance to alter the course of events.

ÅFoster discussion of synergistic capabilities among 

potential program participants, i.e. foster teaming. 

Take a chance: someone might have a missing 

piece of your puzzle
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Disclaimer

ÅThis presentation is provided solely for information 

and planning purposes.

ÅThe Proposersô Day Conference does not constitute 

a formal solicitation for proposals or proposal 

abstracts.

ÅNothing said at Proposersô Day changes 

requirements set forth in a Broad Agency 

Announcement (BAA).
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Schedule

ÅFull Proposals are due ~45 days after BAA is 

published.

ÅOnce BAA is released, questions can only be 

submitted and answered in writing via the BAA 

guidance.
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IARPA Overview

Dr. Peter Highnam
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Coast Guard

Central Intelligence Agency

Army

Navy

Air Force

National Reconnaissance Office

National Geospatial-Intelligence 

Agency

National Security Agency

Defense Intelligence Agency

Department of State

Department of Energy

Department of the Treasury

Department of Homeland Security

Federal Bureau of Investigation

Drug Enforcement Administration

Marine Corps

Office of the Director of National Intelligence
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IARPA Mission and Method

Å Bring the best minds to bear on our problems

ï Full and open competition to the greatest possible extent

ïWorld-class, rotational, Program Managers 

Å Define and execute research programs that:

ï Have goals that are clear, measureable, ambitious and credible

ï Employ independent and rigorous Test & Evaluation

ï Involve IC partners from inception to finish

ï Run from three to five years

IARPAôs mission is to invest in high-risk/high-payoff research 
that has the potential to provide the U.S. with an overwhelming 

intelligence advantage over our future adversaries 
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Office of Incisive Analysis

Large Data Volumes 
and Varieties

Social-Cultural and 
Linguistic Factors

Improving Analytic 
Processes

Providing powerful 

new sources of 

information from 

massive, noisy data 

that currently 

overwhelm analysts. 

Analyzing language and 

speech to produce 

insights into groups and 

organizations.

Dramatic enhancements 

to the analytic process 

at the individual and 

group level.

ñMaximizing Insight from the Information We Collect, in a 

Timely Fashionò
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Office of Smart Collection

Novel Access
Asset Validation and 
Identity Intelligence

Tracking and Locating

Provide technologies for 

reaching hard targets in 

denied areas

Detect the trustworthiness 

of others

Advance biometrics in  

real-world conditions

Accurately locate HF 

emitters and low-power, 

moving emitters with a 

factor of ten improvement 

in geolocation accuracy

ñDramatically Improve the Value of Collected Dataò
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Office of Safe and Secure Operations

Computational  
Power

Trustworthy 
Components

Safe and Secure 
Systems

Revolutionary 

advances in science 

and engineering to 

solve problems 

intractable with todayôs 

computers

Getting the benefits of 

leading-edge hardware 

and software without 

compromising security

Safeguarding mission 

integrity in a hostile 

world

ñCounter Emerging Adversary Potential to Deny our Ability to Operate 

Effectively in a Globally-Interdependent and Networked Environmentò
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Office for Anticipating Surprise

S & T
Intelligence

Indications & 
Warnings

Strategic
Forecasting

Detecting and 

forecasting the 

emergence of new 

technical capabilities.

Early warning of social 

and economic crises, 

disease outbreaks, 

insider threats, and 

cyber attacks.

Probabilistic forecasts of 

major geopolitical trends 

and rare events.

ñDetecting and Forecasting Significant Eventsò
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How to engage with IARPA

ÅWebsite: www.IARPA.gov

ï Reach out to us, especially the IARPA PMs. Contact information on the website.

ï Schedule a visit if you are in the DC area or invite us to visit you.

ÅOpportunities to Engage:

ï Research Programs 

Å Multi-year research funding opportunities on specific topics

ÅProposersô Days are a great opportunity to learn what is coming, and to influence the program

ï ñSeedlingsò 

Å Allow you to contact us with your research ideas at any time

Å Funding is typically 9-12 months; IARPA funds to see whether a research program is warranted

Å IARPA periodically updates the topics of interest

ï Requests for Information (RFIs) and Workshops

Å Often lead to new research programs, opportunities for you to provide input while IARPA is 

planning new programs
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Concluding Thoughts

Å Our problems are complex and truly multidisciplinary

Å Technical excellence & technical truth

ï Scientific Method

ï Peer/independent review

ï Full and open competition

Å We are always looking for outstanding PMs

Å How to find out more about IARPA:

www.IARPA.gov

Å Contact Information

Phone: 301-851-7500
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SCITE Overview

ÅSCITE is a multi-year research and development program.

ÅThe SCITE Program seeks to advance the science and 

practice of insider threat detection through two separate 

research tracks

Å Research into modeling and forecasting the performance of existing 

and proposed insider threat detection enterprises

Å Research to develop a new class of indicators, called active 

indicators, and associated automated detection tools
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Background and Definitions
Å Insider threats: Individuals with privileged access within an organization who are, or intend 

to be, engaged in malicious behaviors such as espionage, sabotage or violence.

Å Potential threat: Analyst-specified set of behavioral criteria that may be indicative of a 

current or future insider threat; for example:

ï Currently engaged in exfiltration of sensitive data

ï Disgruntled and angry about their work situation

Å Down-select algorithm: Any collection of algorithms that automatically sort through alerted 

indicators to select a subset of users for analysts to examine

ï Can range in complexity from simple analyst-specified decision rules to engineered Bayesian 

fusion/decision models to machine-learned pattern detectors

Å Inference enterprise: A collection of people, tools, data sources, algorithms, and processes 

devoted to making inferences

ï SCITE focus is on the automated portion of inference enterprises devoted to finding potential threats
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State of Current Practice

Å Insider Threat Detection Programs

ï Usually associated with information infrastructure protection

ï Involves automated monitoring of behavior on internal information infrastructure

Å Searches, downloads, purging, printing, mobile storage, email content, etc.

Å Automated tools to detect possible instances of indicators

Å Automated aggregation and down-select algorithms

Å Continuous Evaluation

ï Derived from Personnel Security authority to grant clearances and access

ï Involves automated monitoring of external data sources

Å Financial, legal, criminal, real estate, travel, etc.

Å Automated Continuous Evaluation System (ACES) or other tools to download records

Å Beginning to implement automated detectors and down-select algorithms

Å Both

ï Rely on passive monitoring for indicative behaviors ïpassive indicators 

ï Experience overwhelming numbers of false alarms

ï Limited ability to effectively down-select to manageable subpopulation for analysis
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Summary of Current Practice
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Overwhelming population

Less overwhelming

Down-Select

Passive Indicators

A few potential threats in a 

large diverse population

Weak association between 

indicators and potential threats

Large diverse subpopulation

Forced to reduce to

Small group that contains a few 

potential threats

Opaque understanding of inference enterprise performance
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State of Current Research
ω Forensic analysis of historical cases

ς No strong relationships/indicators, but various probabilistic relationships/correlates

ω Threat modeling
ς Formal representation of probabilistic relationships

ς Bayesian network is representation of choice

ω Some experimentation on new indicators
ς Download behavior patterns of normal vs. (red team) espionage users

ω Diversity of new detectors for hypothesized indicators
ς !ƴƻƳŀƭȅ ŘŜǘŜŎǘƛƻƴ ǊŜƭŀǘƛǾŜ ǘƻ ƛƴŘƛǾƛŘǳŀƭ ōŀǎŜƭƛƴŜΣ ǿƻǊƪ ƎǊƻǳǇΣ ǎǘŀƴŘŀǊŘ ǿƻǊƪ ǇǊƻŎŜǎǎŜǎΣ Χ

ς Negative sentiment detection in text sources such as emails, message boards, etc.

ς Various ensemble and fusion approaches

ς Limited evaluation of accuracy, false alarm rates, etc.

ω Continue to rely on passive indicators
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Summary of Current Research
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Overwhelming population

Slightly less overwhelming

Better Down-

Select

More Passive 

Indicators

A few potential threats in a 

large diverse population

More weak associations

Larger subpopulation

Hopefully much better 

Small group that hopefully contains 

a few more potential threats

Still opaque understanding of inference enterprise performance


